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A Study on Countermeasures of the Industrial Technology Leakage Crimes

by Foreigner’s Immigration Control
- Focused on Short-term Entry and Exit Passenger -

Z A #1(Joo, Sung—Bhin)" - & & &(Choi, Eung—Ryul)”

| ABSTRACT |

The South Korea put a lot of hard effort to secure Core Technology. Consequently, as of March 2012,
South Korea designated and maintained the national core technology of electrical and electronic 8
technology, automobile manufacturing 8 technology, shipbuilding 6 technology, steel 7 technology, nuclear
energy 4 technology, information and communication 17 technology, space engineering 5 technology and
biotechnology 3 technology.

But, as the number of technology leakage crimes cases is Increasing year by year, a damage to the
country’s industries rises accordingly.

Main agents of industrial technology leakage is commonly recognized by former employee, current
employee today. But industrial technology leakage by foreigner nonimmigrant will increase day by day.

In this paper, we will analyse a case study of an actual technology leakage crimes and problems, then
search for countermeasures on the issue.

First, immigration control system must maintain consistency: law and institutional devices of
immigration control system for technology leakage crimes are demanded. Second, the fingerprint
recognition system also had to be fortified to prevent industrial technology leakage by foreigner
nonimmigrant. The third, we builds integrated personal information sharing system.

It is no use to capture the espionage, after the industrial technology leakage. Because it would cause
irreparable damage to the South Korea or company. So prevention is more effective than after the fact
countermove.

Therefore, the government, companies and citizen all should cooperate for the construction of security
administration and supervision.

It is very important that establishment of the immigration control system and integrated personal
information sharing system.

Key Words: Foreigner, Industrial Technology Leakage, Industrial Espionage, Nonimmigrant,

APIS(Advance Passenger Information System)
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oA AL glo] ARG HAb 9 1FH] 93 YEf=o] skl Aom ddEh
ool ME A A, AAdATA F 9=idle] g Ygdell Adsta = FATE
wodel wa ol5® Q3 Ve = AbZE v vEda vk v TlE FE9
AA wlgel wFHEZGE o=l o3 5 AR vefsital o Ad s AR
e A - dA Al ofd VERE 2SS AoR qiddn dveti k47
=9 % 4% 7P d=she WHAAES Sl = AR fElvsteld Hdd
A& AL Erjstds Aola, E3 seueteld ALHNE BF ddH= A
it o, A7) REE wshe ddride] & 58 EF 18 ¥ Hds
sz 5 Aol A7) et 3, 20100 281).

= = E QW X (DHS: Department of Homeland Security)® 2011 B (JF) o] 71z}
A=35]7F Ad B 324 (Nonimmigrant Admissions to the United States)ollA 2011 3k
3 g-glvtete] @) Rtel| dfFat= Hlo]wl =357t F Al 159,000,00071 010
on, olF Y= AuAM(Form [-94, o3 1-94) 7|5 wvlo|wl Y=3]|7l= 33%<]
53,082,286 71 0.2 FASITE &5 AuA(1-94) 7]F, AA =371 = 20093 3
2010l Z+7} 36,231,554} 46,471,5167% 7] 23 Ao|| o]o] 7132 Z7HASE 1Y
=3

<3 1>3 o] m=o] Ho|RIA) =7t dS FAER AdEEY, WA =7}
1,705%F 2,559 (32.1%) 0.2 7} Eokth =70 4,547,728 (8.6%) 0.2 29|, Aol
3,777,643 (7.1%) 0.5 39, ZUo] 2,182,441 (4.1%)2.2 4941} Folo] iyt

N

2) Ul ARA AFzdA et FEe A7 CEAE AdAS] FHAAE A5WA Ve
2 A T A 9971 ARE Y, AR 29§ =ER "ol T3
HAdl 7HGA] Hik® dAA] sid 2k5e] f5& 71=stth A2 Apdolth. o] AR
¢ Aol o ATIE FEo] dEAQ] ARer VeREd AR Adste] =l
N Ve ARTE FHoRr f§5 - FEHNS AF LT VAR S 5 G s
A e ak ol th(AFd 71 RS AE], http:/serviced.nis.go.kr/, A 2013, 4. 10). w|=4t
AT RS (ASIA) o] = w=ro] 17k Abglavbol 2 9l S42 20023 5909 @
olA 20128 2,5009 @@l oo Fakslal glok. Xk B Azt wjse] &, REEE
GM, wlolA2 AL E Fof v A7} g, BudE 535, F-354%F7] 4 59
ZNEs FEDAL FH%E 4o oflnt e FuiHste weAl, 24 T HHD V)=
S BAS F7kE g asield w4 Bl F shurh 2012 69 A LGE 239 ol%
= FAEIA EE 55904 TVE Ted f71Ed tol S=(AMOLED: Active Matrix
Organic Light—Emitting Diode) 7]&S At 2=ulolo Al ) Au|HAG A Ql o] =8} ¢
A euge] Ao tyaFdo] el ARHAE G Hoir =S ZY Ao FET
Zolth. o5 wEd VUARE BAGA Fx vk AR PR olEHE Ve
bl AAe] MER AR FF 593 3029 ol oS 2 Ao® st AU
(S B http://article.joinsmsn.com/, A : 2013. 4. 12).
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(1,868,179, 3.5%), Z=2~(1,845,227%, 3.5%), B.2}F2(1,539,015%, 2.9%)°] 5~7H ¢l

=5kt
S 1,460,972 (2.8%) 0.2 89t el 9 ) QY 2009»# o 906,006
(AA2] 2.5%), 201013 1,332,38778(2.9%) .2 W=7 soJu= FA45 AT 2011d

2= 20109 thH] 9.65%, 20094 tiH] 61.25% =7}3t m]u} 991 1,364,078
(2.6%)2 =1, 1091 1,246,091%(2.3%)2) 54t} o= B B, 49 v&S
A e 1070 UEbzk AA S5 AlaA 715 45371 69%E AA PSS & S

o]
PR

<H 1> 0129 2012 HI0IA &= 510t §&(2009-2011)

(< &, %)

291 2011 2010 2009
el HIE el =k el HE
S 53,082,286 | 100.0 | 46,471,516 | 100.0 | 36,231,554 | 100.0
HAID 17,052,559 32.1 | 12,917,788 27.8 6,601,059 18.2
d= 4,547,728 8.6 4,539,433 9.8 4,713,284 13.0
= 3,777,643 7.1 3,831,174 8.2 3,368,590 9.3
=g 2,182,441 4.1 2,076,216 4.5 2,023,971 5.6
IHLICH 1,868,179 3.5 1,428,940 3.1 1,683,372 4.6
A 1,845,227 3.5 1,696,770 3.7 1,683,372 4.6
Setd 1,539,015 2.9 1,233,457 2.7 959,448 2.6
gt= 1,460,972 2.8 1,332,387 2.9 906,006 2.5
== 1,364,078 2.6 1,038,279 2.2 729,931 2.0
S 1,246,091 2.3 1,037,683 2.2 834,000 2.3
JIE} 15,698,851 29.6 | 14,773,452 31.8 | 13,825,663 38.2
Ol& 499,502 0.9 565,937 1.2 294,588 0.8

#* EY= A 7lE
A5 U.S. Department of Homeland Security, 2012: 5.

TEQIHFIL ofefgt H]o|Hlxle] digh #AAS Eolal Qv olfv v HAV|E
of F8 Fr&E FAEC] ool FdstaL 7] wiolth =, 2005 &=l A
AHEFR D AR agtolo] ek A R a4 (Annual Report to Congress on Foreign
Economic Collection and Industrial Espionage, 2005)9] &|3hH, vj= A A7} 7|H9Fs A
AA S 7 7FEstE A IS TERFEAEdA fElg dH o= wstsiar gt
Ha)al Aok effatd o] 5ol wlms Wit WHEstal Awmo R Eobd 4 9l
G~ %H(nonimmigrant visas)< &8st A& AA7IES FEH 7] wiEol

N

rir 111

4) EY= AuA 71 4587k &F 87% = AMdoly #%
Hoz Aduw, F&%‘ A8 o 76%, A BHE o
o} (U.S. Department of Homeland Security, 2012: 4).
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Aursh AAE AP ofelgol 97 Witk ols pAE W)LY Fo fF
FA= = AE #EAR, lsA, A agar gAbEo]l  tH(National
Counterintelligence Center, 2006: 2).
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= 0
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71 €} 3.0 3.7 3.9

‘=AY, ABlE (=ele )

@ el=lo] A=3k FFE 90U Zyfse] didtnl=ro] AlFaheiw 1‘44 BRHoRE Aohe vt
o et e e 902 olvfel 1) ARAT W ARAO| ERAT
RAEHS sholof Ak vk, g 2 29l ol spol] st oelel Afel
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<H 3> 220 g=I MFAHHEE &
(S &, %)
a 20114
— 20108
Q2T+ | A=WL 24| & Ch |
e 8,766,915 | 9,765,902 100 111.4
HFEW(B-2) 4,601,828 | 4,969,884 50.9 108.0
oI5 8H(C-3) 959,374 | 1,324,640 13.6 138.1
M9l 9 29 992,270 | 1,099,399 11.3 110.8
AHZ SIRI(B-1) 803.617 909.930 9.3 113.2
325 (H-2) 310.230 295.464 3.0 95.2
AR WA Y AL, 20120 15,
T3S A FRAA 88.1% )] AFAA Qo= flal(A-1), F(A-2), FAH(A-3),
G718(C-2), @71FHA(C—4), F3HD-2), dWrAF+(D—4), FA(D-7), 7I19F*HD-8), 7+

A(D-9), W(E-1), A E(E-2), ATHE-3), dETH(E—6), EZLS(E—7), BH]HEHY
(E-9), AYFA(E-10), BHE5A(F-1), AF(F-2), SWHF-3), AL 5E(F—4), FF(F-5),
EHAMH-2), 71EF F8o] 2

(2) =4 9= Q=A 4%

< 4>0]A 201149% 979 J=AE FAEE FHu

0] 37.7%(3,270,290
), T2 23.6%(2,045,380™), 121 8.0%(694,9907), E}o] <kl

5.3%(457,6809), &

FQ13.1%(272,600% )s=olth. 2010 WhR] =2} F7HEe] H2 F7bke AdvlA o}
38.6%(23,759%), && o] Ao} 38.2%, &F 23.3%, EF°] 19.8% <] W, 5 1.5%, ¥+
A= 1.1% 2474 Haska 3l
<H 4> 2L 9|20 Y2} HE
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72.8%(6,225,938%), 64 ~10Y o]3t7} 7.9%(672,8217)E A skar ¢y A=, 92l 9]
91.5%% 3704 mvk @] AF & S35t AS 4 5 Urh AAE AES Aued
<¥ 5>¢9} Pt
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T QU= EEY PN 240 | @dns)
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SERE 704.797 815.623 9.5 .
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% S A9
Ag: W EA5 - =l YER 2012: 19.
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