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|. Introduction

Oecoupational fraud is to defraud the emploving organization through the
deliberate  misuse or rmisapplication of the organization’'s assets for  personal
enrichiment,  Cocupational fraud ranges from simple petty cash theft to sophisticated
investiment swindles, Hecent exammple includes the prominent trader, Bernard L,
Iadoff he legendsry trader on Wall Strest was arrested at his lheourious
Manhattan home by the U 5 Federal agents with accusation of multi-killion dollar
investiment fraud scheme, even though the exact magnitude of the fraud has et to
ke determmined  But the criminal indictrment filed against hirm estimated 365 billion
in loss. Bernard L, Madeff's Investrment Security, the firm that he founded in 1960,
operated more than 20 funds by managing $17 billion, These funds lured investors,
hedse funds, and institutional custommers for more than a decade with the rosy
promize of high retirns and low fees,

Inwestors sought Mr, Madoff out to have their monies managed to reap the
steady and scolid retwrns. One of those funds, the Fair Field Secwrity Fund,
reported 73 hillion in assets and claimed to have paid more than 11 percent
interest each wear for the past 15 yesrs since its inception  Paving too much
interest even during the market wolatility period drew shepticism among many fund
mmanagers, because the fund's performance was too good to be true Strugsling to
raise 37 hillion to cover client's withdrawal, Mr, Madoff finally confessed that his
metey—rnanagernent business was all just one kg lis” and "besically a giant Ponzi
scherne 1! Even before swrrendering himself to the authority, he tried to distribute
20 million to $30 millien to certain ernplovees, farmily and friends rather than
paving back those monies to his fraud victims, Many of his wvictims included well
known celebrities and organizations, such as Steven Spielkerg, Larry Hing, the
Spitzrers and Yeshiva University, [t appears that anvone having money would be
hiz potential target The fraudster’s lies were translated into half-dozen languages,
resulting in the wvictims scattered from Heolly Wood to Abu Dhaki, On June 29
2008, Bernard Madoff was sentenced to 150 vears in prison, the mesdmum sentence
and fined $ 170 killion in restitution  The lesson from this fraud scheme is “when
meney goes global, fraud does, too "

The Asscciation of Certified Fraud Examiners (ACFE, 2008) reported in its

11 wwrw, washiontonpos teomydwhp-dvn/content/article/2009,/02/258/ AR200902 2801801905 hitm
21 www tht comfarticles/2008/12/21/business /madoff php
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"2008 Heport to the Nation on Oecupational Fraud and Abuse” that U S comparnies
might lose 7 percent of their annual reverues due to fraud By apelving 7 percent
to the projected 2008 U S Gross Domestic Product (GDF), about $994 hillion was
vanished due to fraud® ACFE (2008) drew the following findings from the studsy
based on data compiled from 959 cases that were investigated between January
2005 and Februsry 2008 by the Certified Fraud Exarminers (CFEs)

* The typical fraud lasted two vears from its inception until the time it was
caught,

* Despite ernphasis to strengthen internal controls by Sarbeanes—Cwxley Act,
the data how that occupational fraud is more likely to ke detected b tips rather
than udits or internal control procedures, The report shows that 46 percent were
detected b whistle blowing tips from emplovees, customers, vendors, and others,

* The report shows that the industries most vulnerable to fraud are banking
and finatcial services (15849, goverrwnent (17224%), and hesltheare (824 It also
shows that small businesses are more vulnerable than large ones,

¢ Lack of adequate internal controls was cited as the main reason for
cocupational fraud Lack of management review and its override over internal
control were also cited as causes for fraud

* Accounting departmment personnel and upper mansgerment perpetrated fraud
029 percent for accounting personnel and 18 percent for rmanagerment) than any
other lines of organization’'s hierarchy,  But the megnitude of fraud cormmitted e

management far excesded these committed by emploveess,

Oeoupational fraud causes serious  financial problems not only to those
organizations victimized, but also creditors and cother stabeholders,  In addition,
mmany  instances of fraud went undetected because of ineffectiveness of internal
control systern and inherent lmitations of internsl and external audits, That is the
reason that the ocoupational fraud is more likely to ke detected by tips from
various sources,  EBven for those detected, the full amount defrauded may not be
ascertainable,  Determining the true breadth and depth of the fraud is extremely
difficult, if not impossible, Hence, the cwrent study purports to provide the

3) The U, &, Chamber of Commerce estimates that the amnnual cost of fraud exceeds $100
billion, ©mn the other hand, the General Accounting Office (GAC) projects that fraud costs
the U, 3, zgovernment almost $100 hillion ammually, This figure combined with the U, 5,
Chamber of Commerce’s estimate represents total cost of more than F200 hilion to the
society,  Browning and Dugan (Z002) estimated that management fraud hawve cost to
investors clege to F7 frillion,
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systern—wide frameworl to deter or prevent occupational fraud rather than wavs to
detect the fraud

Fraud can be perpetrated by any person in the organization, But regardess
of who commits fraud, fraud has more remote and dangerous impact on the capital
mmarkets: loss of public confidence in the fairness of financial information, Public's
confidenice  in the fairness of financial reporting is essential to the effective
functioning of the securities market But the loss of public confidence will increase
the cost of capital even to those companies ot involved in corporate fraud, which
eventually results in improper functioning of the securities market,

The remainder of paper iz organized as follows! Ocoupational fraud, its
envirornent, and syvmptoms are discussed in section II followed by fraud schermes
in =section III Section [V will discuss the ways to fight fraud followed b

conclusion in section W,

Il. Occupational Fraud, Fraud Environment and Symptoms
1. Occupational Fraud

Cocupational fraud, depending on whe commits fraud, can be categorized as
management fraud or emploves frand Management fraud, often called fraudulent
financial reporting, iz committed by mansgernent for the  purpose of
window—dressing financial staternents,  Two most cormmeon techniques used b
management involve improper revenue recognition and overstaternent of assets,

According to the study done by Cormmittes of Sponscoring Organizations of
the Treadway Cornrnission (COSC0), 50 percent of U S5, companies which cornrnitted
financial staterments fraud between 1987 and 1997 recorded revenues premmaturely or
created  fictitious  everue  transactions, In addition. 50 percent of the fraud
corppanies overstated assets by means of overvaluing existing assets, recording
nonexistent assets, or capitalizing itermns that should have been espensed T vpically
overstated assets include inventory, net accounts receivable due to understated
allowarnce for doubtful accounts, and fixed assetss  The COSO reports that the
median fraud ammounted to $41 millien, which iz relatively large considering total
azset of $157 million of the median comparny,  The chief executive officer (CEO)
andfor the chief financial officer (CFQ) cornmitted 83 percent of the fraud cases ¥

Meotivations behind managerment fraud were to avold loss, to increase stochk price, or
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to meet stock analysts’ espectations,  The officers and members of the board of
directors were also financially motivated to cornmit fraud because thev owned 32
percent of the company stocks,  Payoffs of the management fraud were significant
in that more than a half of the companies filed lbanlowuptcies or were under
substantially different ownerships,

On the other hand, emplovee fraud, often called misappropriation of assets,
srnberslement or defaleations, is to misuse or misappropriate the company’'s assets,
Ermplovee fraud can ke either direct or indirect  Direct fraud occurs when an
emploves  steals company properties, such as cash, inventory, supplies, or other
assets, Indirect fraud ocours when emplovees take kickbecks o bribes  from
vendors, customers, of any one outsice the organization, Types of ermploves fraud
include  skimming, cash  larcensy, hilling  schemes, payroll  schemes,  expense
reimmbursernent and misasppropriation of non-—cash assets,  Emplovee fraud ususlly
benefits  the individual perpetrator,  while meansgement  fraud  bensfits  hisfher
cornpany and officers by deceiving investors and creditors  through  fraudulentls
reporting financial statemments,  But management fraud iz more difficult to detect
than emploves fraud, because management is in a position to alter, falsify, or create
souwrce docurmnents by collusion with emplovees or third parties,  Figwre 1 shows

types of fraud incidents in 2007 and fraud projections in the coming year

Figure 1. Types of fraud incidents, source: ACFE (2008)
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41 Refer to the Committee of Sponsoring Organizations of the Treadway Commission’s (COS0°s)
1999 analysis of cases of frandulernt financial statemerts investigated by the T, 3. Becwities and
Exchange Commission (3EC).
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2. Fraud Environment

Three elements to frand environrment are perceived pressure, perceived
opportunity, ard rationalization Figuwe 2 shows the fraud trisngle representing
three elernents,

Figure 2. Fraud Triangle

Albrecht et al (2009) identified perceived pressure as the one that meotivates
individuals to cornrmit fraud such as financial pressure, vices, or worl pressures,
Indivicial financial presswe mayv come from personal greed, living bevond one's
tmeans, extrerne perscnal debts, o unespected financial needs,  Corporate financial
pressure, such as poor cash position, uncollectible receivables, loss of custorers,
obsclete  inventory, or ceclining market condition, often motivates mansgemment to
franculently report financial staternents,  Wice presswres, such as gambling, drugs,
and aleohol, may also induce individuals to perpetrate fraud  But other factors,
such as little recognition for job performance, job dissatisfaction, being overlooked
for promeotion or being unpaid, also entice individuals to comrmit fraud

The second element i= a perceived opportunity to cornrmit fraud, For
exarnple, factors such as lack of effectiveness of internal control, inakility to judge
guality of performance, failure to discipline fraud perpetrators, and lack of aodit
trail, contribute fraud opportunities, Establishing an effective internal control
systern is the crucial step to deter and detect emplovees’ wrong—doings.  Many
frauds were perpetrated in environments in which control system was supposed to
ke in place, but it was not  Section IV will discuss further details of preventive
measure to fraud  An ordinary person is unable to evaluate the quality of the

professionals’ job  performmance, When these professionals  were faced with  the
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presswre to cheat and believed that their custormers would oot know  wwhat  they
have done, they would commit fraud I the fraud perpetrators were not punished
or tmarginally sanctioned for what they had done, they might reswne  those
behaviors agairn,

As for the third element, hunan beings have tended to ratiocnalize their
behavior, such as rationalization for not exercising enough, for being overweight,
and for spending more than they earned Unfortunately, pecple rationalize their
dishonest behaviors for themn not to feel guilty, Cormeon rationalization that
perpetrators use includes the following:

* The company owes it to me,

* [ only borrow money and will pay it back,
¢ Mobody zets hurt

* It's for good purpose.

Albrecht et al (2009 suggests that three cormmnen fraud elernents must be
present for fraud to be committed!  a situationsl presswre (non—shareable financial
pressure), a perceived opportunity to cormmit and coneeal the dishonest act (& way
to secretly resolve the dishonest act), and sorne ways to rationslize the act contrary
to a perpetrator’s conscience  lewel Figuwe 3 shows the percentage of each
contributing factor to fraud

Figure 3. Contributing Factors Prompting to Commit Fraud, source: ACFE (2008)
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3. Fraud Symptoms

Albrecht et all (2009) listed the ten most meotivating factors for indvidual to

cornrnit fraud as

a)
)]
)
)
&)
£)

£
h)
i)

i)

Living bevornd one's means

Creerwhelming desire for personal gain

Too much personal debt

Close association with customers

Feeling that salary was not commensurate with the performance
A wheeler—dealer attituds

Strong desire to beat the system

Excessive gambling hakits

Undue farmily or peer pressure

Mo recognition for iob performance

At the same time, the ten tmost highly ranbed mmotivating factors for

organizational envirotment are:

a)
b
o)
)
assets
e)
£
g)
h
i)
il

Placing too much trust to key emplovees
Lack of proper authorization procedures for transactions
hadequate disclosure of personal investments and incomes

Mo separation of duties between authorization of transactions and custody of

Lack of independent chechks on performance

Mo separation of duties between custody of assets and accounting for them
Ihadequate attention to details

Mo separation of duties arnong accounting functions

Lack of clear lines between authority and responsibilits

Mo review by internal auditors

Because it iz almost impossible to totally eliminate motivating factors, the

current study focuses on system—wide approach to alleviate the fraud opportunities

in the organizational enviromment, Fraud schermes are discussed in the next section

Fraud Schemes

ACFE (2008) mentioned that rmissperopriation of assets  accounted  for
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approsimately 90 percent of ocoupational fraud  The missppropriation schemmes can
e further broken down into skimming, cash  larceny, billing  scheme, checle
tarnpering, expense reimbursernent,  payroll  schemes, and  missppropriation of
non—cash assets,

Shkimtning and cash larceny are perpetrated against organization’s incorning
receipts,  Skirmming is any scheme in which cash is talen before being recorded on
the company books and records,. [t is known as Toff-beok” frand and difficult o
detect, because it never leaves an audit trmil An example iz when emploves
pockets cash pavment from 2 custommer  without recording a sale Shkirmming
accounts for about 17 percent in mmisappropriation of asset cases,  On the other
hand, cash larceny occurs when cash is stolen after being recorded on the books,
An example is embezzling cash and chechs from deily  receipts  before  being
deposited to a bark Cash larceny is relatively easy to detect than skimming,
because it leaves an audit trail It accounts for 10 percent of all fraud cases

In a killing scheme the perpetrator induces hisfher ermplover to issus a
paytnent for fictitious goods, services, or inflated invoices, Billing scheme can be
sub-categorized into shell company scheme, non-accornplice scherne, and personal
purchase schetne, In a shell company schermne, the fraudster approves  fraudulent
invoices for nonesstent services by a shell company which is a fictitious entity
created for the sole purpose of committing fraud An example of non—accomplice
vender schemne is as follows, A secretary responsible for opening mail, processing
claitns and suthorizing pavments intentionslly pavs a legitimate kill twice, Then
she would request the recipient to return the overpaid amount, and intercept and
deposit the etuwrned checlt in her own account,  In this example, perpetrator made
fraudulent disbursernent for the invoice of a non—accomplice vendor, Billing schermes
account for about 24 percent of all fraud cases, Instead of undertaling hbilling
schemes, many fraudsters simply purchase their personal itemns with cormpany crecit
card,

Checl tampering iz ancther type of fraudulent disbursernent in which the
perpetrator converts company funds to his own by forging, altering, or stesling a
check the company has drawn, © accounts for about 15 percent of all fraud cases,
Expensze reimbursernent schetne is a very cormmon form of cccupational fraud and
extrernely  difficult to detect. [t ocowrs when emplovees make false claims for
reitnbursernent of fictitions business expenses or pad the amount of business
expenses incurred to generate excess reimmbursernents, [t accounts for 13 percent of

all fraud cases, Payroll schemme ocours when emploves claims overtitne payiment for
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howurs not worked or adds nonesstent (ghest) emplevees to the pasroll It accounts
for 9 percent of all fraud cases,

While tnost of asset misappropriation scherne relates to cash, other assets
can ke stolen as well  Stealing inventory from a company's warshouse is an
example of non—cash asset misappropriation An emploves who talkes company
vehicles for personal use misuses the company asset,  Even though the wehicle was
retirned unharmed and the cost to the company was only minimal, unauthorized
use of a company asset was tantamount to fraud when a false statermnent on the
usage of the company vehicle was accompanied,  Mon—cash asset misappropriation
accounts for 16 percent of all fraud cases, Mext section discusses the features of

internal control systermn as a means to deter and detect occupational fraud,

V. Ways to Fight Fraud: Preventive Controls

Of the 507 Chief Financial Officers (CFOs) who responded to the ACFE
CA0E) suwrvey, 515 percent realizes the necessity to combat fraud, especially in the
financial distress era. But on the contrary to their belief, tmmany organizations are
cutting budgets and tightening their spending on fraud deterrent systern,  As figure
d has shown 29 percent of responcents indicated that their companies have
maintained the same level of spending as past vear on preventive measwures for
fraud ©On the other hand, only 17 percent have increased their spending on
preventive controls,  Compared to spending on preventive controls, spending on
detective controls was increased in the econcormic downturn periods,  Considering the
nature of fraud and difficulty to detect, preventive measures are more effective

means than detective measures for fraud deterrence,
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Figure 4, Spending on Prevent and Detective Controls During 2008, source:
ACFE(2008)
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1. Objectives of Intemal Control

The oldectives of internal control are to provide reasonsble assurance that
a) assets are safeguarded and used for business purposes
b accounting infortnation is accurate
ol eroplovess comply with laws and regulations,

Internal control can safeguard assets by preventing theft, fraud, misuse, or
rnisplacerment, Accurate accounting  information 15 necessary for  operating a
business  successfully, The s=safeguarding of assets and acouwrate accounting
information often g0 hand in hand, because emplovees atternpting to misappropriate
assets or embezzle cash will also need to adiust accounting records to hide the
fraud In addition. business must comply with applicable laws and regulations and
reporting standards,  Examples of such laws and standsrds include envirorrnental
regulations, contract termns, and generally accepted accounting principles  (GAAP),
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2. Components of Internal Control

To achieve the olbectives of internal control, management is responsible for
designing and applyving for components of internal control  These components are

control environment, risk assessment, control procedures, and monitoring,

1) Control Environrnent

The control environmment consists of the actions, policles, and procedures
that reflect overall attitude of directors and top mansgerment about the importance
of internal control to the entity, That iz why the control environment is often
referred to as the entity's tone at the top If top managerment keeps telling about
the importance of internal control, subordinates will tend to follow the established
control,  Without a solid control environment as a foundation, the other elements of
internal control are not likely to function at its intended level The following

sub-components are the factors that influence the control environment,

(1) Managernent's Philosoplyr, Operating Style, and Code of Ethics

A management who often overrices control policles may indirectly encourage
emnplovess  to  ignore  controls, Also, the management that overemnphasizes
achievernent of target revernue may create undue pressures that may lead emplovees
to fraudulently record sham sales,  Management cannot act one way and expect
others to behave differently, On the other hand, a management that ermphasizes the
importance of controls and encowrage adherence to control policles will create an
effective control envirornent, Corporate code of ethics 15 designed to provide
guidance on emplovess  behavieral standards  that  must be observed  while
performning their duties, The code mayv accormnodate the management’s attitude to
retnove of reduce ternptations that mizgzht lure emplovees to engage in unethical or
illegal acts,

(2) Board of Directors and Audit Committes
Shareholders of a company normmally do not exercise direct control over the
operaticns of the company, Instead, they indirectly control the company through the
glection of a board of directors, The board of directors selects officers who actively
manage the company, but must be independent of mansgermnent, The reason is that
the tboard was  entrusted  with  authorities  from sharsholders o oversee
management s activities for the protection of their wealthh, The board advises and
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approves strategies and operation of business as well as monitoring themn, This
which has =
Figire 5 depicts a general

svstern of authoritative directions is called corporate  governance,
profound  impact on the performmance of business,

corporate governance structure related to financial reporting process,

Figure 5, Corporate Governance Structure
—Financial Reporting Process
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The esszence of the corporate governance is the board of directors, which
zets and governs the directions, strategies, operation, and financial reporting,  But
the board delegates responsibilities for establishing and maintaining internal control
The board also
monitors  the possikility that the management overrides control policies,

procedures to management and, in trn, assesses its effectiveness,
Sirce
shareholders are not directly involved in dav—to—day operations, they must rely on
To get help for its
oversight function over management performance and financial reporting, the board
establishes an audit cormmittes,

An audit cornmittes is a selected number of the board of directors whose

financial reports in evaluating mansgerment’s  performmance,

responsikbilities include overall oversight function on financial reporting and internal
control processes, [n fulfilling these responsikilities, the audit cormmittes considers
the potertial for mansgement’'s override of  internal  controls and  oversees
management's fraud risk assessment Audit cornmittes’s oversight function  also
serves as a deterrent to fraud For exarnple, audit comrmittes’s frequent contacts

and open line of cormmunication with auditors and all lines of management may
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assist the committes to identify fraud atternpts and to assess the strength and
wealkness of the internal control and the potential for the freudulent financial
reporting,  The cormmittes also helps the board discharge its ficaciary duties to
shareholders satisfactorily by celivering information that it has acquired through the
metitoring  process  to the koard The aodit cornrmittes’s involvernents in the
financial reporting process  and  frequent contacts  with auditers  are  important
determinants  in evaluating proper  functioning of  internal contmol  svstern and

financial reporting,

30 Personnel Policy

The mest important factor for the control systemn to function at the lewvel it
was planned iz personnel Competent  and  trustworthy personnel  enhance
effectiveness of internal control, while incompetent or dishonest people may nullify
the swvstemn to shambles,  Personnel policy should be established to provide the
entity with reasonable asswurance that

« Al new personnel should ke qualified to perform their workh cormpetently
and honestly,

* Waork iz assigned to personnel with adequate technical training and
proficiency,

* Personnel selected for promotion has gualifications necessary to fulfill the
assigned responsikilities,

2) Risk Assessment

All business entities face risks from external or internal environment,  Hisk
may include despened competition for market share, changes in consumer behavior
patterns, regulatory changes, and interest rate change, and so on  Management
should continually assess these risks and tale necessary actions to cope with them

so that the olbjectives
of internal control can be attained Management also assesses rishs as a part of
implementation  process  to minimize  fraud  cpportunities for  the  changing

ervircrunett,

3) Control Procedures

Control procedires are policies to provide ressonable assurance that business
goals will be achisved The Institute of Internsl Auditors’ report (LA, 2005 notes
that control procedures  generally  relate to  separation of  duties,  information
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processing, physical controls, and performance reviews, More specifically, these
procechres f2ll into the following five categories

1, Adequate separation of duties

& Proper authorization of transactions and activities

3 Adequate docurnents and records

4 Phwsical control over assets and records

5 Independent chechks on performmance

(1) Adequate Separation of Duties
To safeguard assets and ensure reliakility of financial records, following
guidelines must be observed
I Separaticn of the Custody of Assets from Accounting
To deter defalcations, a person in charge of custody of assets should not
accourtt for that asset When one person is able to perforrmn both functions, he/she
can dispose of the asset for personal gains and alter the accounting record to hide
theft, For exarmple, if the accounts receivable clerk has access to cash receipts, the
clerk can steal a customer’s cash payroent and then alter the customer’s record to
itddicate the pastment receipt. The customner wwould not commplain and the theft svould
g0 undetected
i, Separation of Authorization for Transactions fraom the Custody of
Helated Assets
A person who authorizes transactions should oot have access to the custody
of related assets, For example, the person who authorizes the pavment of a
vendor's
ivoice should not sign the check for the payment, [ the same person does both
functions, the possikility of defalcations may be significantly increased,
ili, Separation of Operatichal Hesponsikility from Accounting
The individuals responsible for sales should be separate from the individuals
accounting for the receivables, By doing so the accounting function serves as an
independent check on  sales, The emploves who handles the accounting  for
receivable should mot ke assigned for coollecting receivables, Separating  these
functions reduces the possikility of errors or fraud [n essence, the functions for
operational responsikility, custody of assets, and accounting should be separated to
reduce possikilities for occupational fraud The accounting records then serve as an
independent check on the persons who have custody of assets and those who are

responsible for operations,  For example, an emploves who handles cash receipt
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(custody of assets) should not record cash receipts in the accounting records
(accounting), Teo do so would allew the emnplovess to steal cash and hide theft in
the accounting records,
iv, Separation of Hesponsikilities for Helated Cperations
To reduce the possikility of fraud, the responsikility for related operations
must be divided For example, responsikilities for purchasing, receiving, and paving
for inventory must be separated If the same person orders inventory, wverifies the
receipt, and pays for the invoice, the following wrong—doings could coccur
- Orders may ke placed besed on an intitmate relationship with a supplier,
rather than on price, quality, or other predetermined criteria,
— The guantity and guality of inventory received may not be wverified with
care, thus causing payment for inventory not received or deteriorated
- The walidity and accuracy of the inveoice may be carelessly wverified, thus
resulting in the pavmment of bogus invoice,

(2 Preper Authorization of Transaction
Every transaction must be properly authorized,  If any person can purchase
or dispose assets at will, defalcations could result, Authorization can be either
general or specific,  Management establishes the level of general authorization for
all subordinates to approve transactions wwithin the lmit set by the authorization
level  Specific autheorization applies to individual transaction, depending on the

clrcutrnstatce,

(3} Adequate Decurnents atd Hecords
Locuments and records are the sowee wpon which transactions are based
They include such diverse iterns as purchase orders, shipping decurnents,
szale invoices, receiving reports, and others, Those documents perform to transmit
infortmation  within or outside the entity, The documents and records must be
adequate to control assets properly and to record transactions correctly,  Docurments
and records should be:
= Pre—numbered consecutively to facilitate control over missing documents
- Prepared at the time a transaction takes place, or as soon as possible
thereafter
=If longer timme gaps between transaction and record dete exist, records are

vulnerable for modification or alteration,
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(4} Physical Control over Assets and Hecords

Procofs and secwrity messure should be used to safeguard assets and ensure
reliable accounting data,  If assets or records are not properly protected, they can
ke stolen, damaged or altered  Physical precautions should be used to safeguard
assets and records, For exarmple, controls for safegusrding  inventory  include
developing arnd using security  measwures to prevent damege o emploves  theft
Inwentory  must be stored in a warehouse or other place in which access is
restricted to authorized personnel The remowal of inventory from wwarehouse must
ke accompanied by authorized requisition forms, The storage area must be locked
when the business is not operating and clitmate controlled to prevent damage from
heat or cold Other exarmples are fireproof safes or safety deposit wvaults to protect
imnportant  doecwmnents and assets, such as title, cwrrency and securities from fire,
theft, or other mishap,

&) Independent Checks on Performance

Indeperdent  checks on the procedwres mentioned above are  irmportant,
because existing control procedures tend to be changed or ke neglected over time,
unless  frequent review iz done, Hurmans tend to forget or fail to follow
instructions due to carelessness, fatigue, or negligence, unless someone oversees
their performance,  But independent checks must ke done by a person who did nct
participate in prepering the original data, For example, wverification of benk
reconciliation must ke done by personnel who did not handle cash or accounting

records,

4) Monitoring
Monitoring  deals  with ongoing o periodic  assessment of the existing
internal control to determine that the systermn is operating as is originally intended,
Feedbacks for the assessment comme from such diverse sources as studies on
intertial contrel, internal and/er external auditors’ reports, or reports by regulations,
Monitoring may also involve observing erploves behavicor and warning sign
of the accounting systern.  Bliss (1994) reports the following warning clues for
people and accounting systern:
Warning signs for people:
i} Abrupt change in life stylefwrithout causes such as winning the lottery)
ii} Clese social relationships with suppliers
iii} Hefusing to take wacations
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iv) Preguent rmoney borrowing from friends or colleagues
vl Excessive use of alechol or drugs
Warning signs for the accounting systern:

[ Missing decurnents  (could  mesn  docurnents  were  used  for  fraudulent
transactions)

i} An wsual increase in custorner refuncs phory refunds)

iii} Difference between deily cash receipts and bank deposits could  rmean
pochketed before deposited)

ivi Abrupt  increase in slow  pavrments  (ermploves  may ke pocketing  the
s et

v) Backlog in recording transactions (possible atternpt to delay fraud detectio
PebL.

An organization's size has a significant irmpact on the internal contrel [t is
obvious that a small company cannct afford to have internal suditors or establish
adequate separation of duties,  But even a small company can hire competent,
trustworthy, and honest  personnel [t can establish proper procedures  for
transaction authorization, execution, and recording [t can also have adequate
docurments and records, physical control over assets and records, and independent
checks on performance. An owner's direct imvolvernent in managing deaily business
can definitely be a plus to the control envircrenent,  An owner's close sncounter
with emnplovess helps him evaluate the competence of the emplovees and enhances
the effectivensss of overall systern,  For example, the effectiveness of internal
control can be significantly  improved if the owner signs outgcing checks after
reviewing all  supporting  docwmnents,  reviews  bank reconciliation,  approves
customer’'s credit, and bad debts,

V. Conclusion

Fraud is any intentional wrongddng aimed at deceiving others for the sale
of personal enrichrnent,  ACFE (2008) estimates that 7 percent of the U, 5 Gross
Dernestic Product (GDE), which armounts to $994 billion, might be vanished due to
fraud Fraud can be perpetrated by mansgemment or emploves, Management fraud,

51 Edwin C, Bliss, "Emplovee Theft,” Boardroom Reports, Julwl5,1994, ppb-B
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called fraudulent financial reporting, harms information users by providing incorrect
financial statements  information  for their decision—making processes,  Emplovee
fraud called misappropriation of assets, also hurts shareholders, creditors, and other
stakeholders, because embeszled assets are no longer available to the rightful
owners, DBoth types of fraud have detrimmental impact on the transparency of
financial staterments, Widespread media attention to even a single incidence of
corporate fraud can shake the public’s confidence in the credibility of financial
reporting,  which may  ultimately erode confidence of capital mearkets, Although
elitninating fraud is a kev consideration of every business, fraud incresses both in
frequency and amounts, The number of detected fraud incidents is likened to the
tip of the icekerg Most of fraud cases go undetected and its magnitude cannct be
determined for sure.

Fraud oococurs as the result of certain  environrnental,  institutionsl,  or
individual forces and cpportunities, Thoese forces and opportunities add pressures
and incentives to businesses and individuals, and tempt them to engsse in
fraudulent activities, These ternptations are present in all organizations  and
individuals to some extent A proactive approach to lessen the  tempting
opportunities i the best way to menage fraud risks, The approach involves
participation v all levels of personnel in the organization, including the board of
directors, management, staff, internal and external auditors. The board's role is
important, because it sets the general policies and strategies for the business
operation, Vigilant meonitoring on fraud risks sends clear signals to the public,
stabeholders, and regulators about the board and management’s attitude towvard the
fraud risks, The board of directors, as the representative body of shareholders, sets
the general tone for the organization to puarsue for the best interests of the
shareholders, but delegates the responsikility for designing, operating, implementing
internial control to management,  The board menitors mansgernent’s influence over
the control environrment and assesses the effectivensss of the internal control wwith
the help from the audit cormnmittes,

Internal control is a systermn designed to provide ressonable assurance about
safeguarding assets, reliable financial  information, compliance  with  laws  and
regulations, and efficiency and effectivernsss of business cperations,  The entity's
tone at the too kased on honesty and integrity provides the foundation weon which
internal confrol systern can ke operated &z designed In addition, continuous
monitoring  and  impletnentation of the systern, and feedbeck from internal and
external auditors will malke the svstermn achieve its objectives,
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